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Business Services

REPORT TO BANFF & BUCHAN AREA COMMITTEE – 18 AUGUST 2020
INFORMATION SECURITY POLICY AND ASSOCIATED PROCEDURES
1

Reason for Report / Summary

1.1. The purpose of this report is to seek Members’ comments and feedback on a
new Information Security Policy, a new Mandatory Operating Procedure covering
the acceptable use of IT and a new Mandatory Operating Procedure covering
Information Asset Management.
2

Recommendations
The Committee is recommended to:
2.1

Review and provide comments to Business Services Committee on
the following Policy and Mandatory Operating Procedures:
• Appendix 1: Information Security Policy
• Appendix 2: Mandatory Code of Practice: Acceptable Use (ICT)
• Appendix 3: Mandatory Code of Practice: Asset Management

2.2

Provide comment to Business Services Committee on the proposal:• To grant delegated powers to the Head of Service (Customer &
Digital) to make changes and revisions to the Information Security
Policy to ensure it remains accurate, relevant and fit for purpose
for as long as such changes and revisions do not significantly alter
the meaning or essence of the Policy.
• To revoke the following policies currently in force:
• Information Security Police
• Acceptable ICT Use Policy
• ICT Asset Management Policy
• To approve the following Policy and Mandatory Operating
Procedures:
• Appendix 1: Information Security Policy
• Appendix 2: Mandatory Code of Practice: Acceptable Use (ICT)
• Appendix 3: Mandatory Code of Practice: Asset Management
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3

Purpose and Decision Making Route

3.1

Aberdeenshire Council provides access to a range of IT services and facilities
which are vital for the delivery of Council services. To ensure the appropriate and
effective use of these, IT has developed a number of policies, procedures and
guidance covering all aspects of IT use.

3.2

The documents before the Committee have undergone consultation with key
managers and Trade Unions and form part of a wider newly introduced
Information Security Framework providing practical guidance to Elected
Members, staff including teachers, visitors, any third parties engaged to support
Council activity and who have authorised access to any Council information
assets.

3.3

To reflect the accelerating pace of change in the use and application of
technology across the Council, and to meet the requirements of Internal Audit
Report 1932 “Data Security in a Cloud Based Environment” it was necessary to
improve the currency and relevance of a number of existing policies, guidance
and code of practices leading to the introduction of a set of new documents which
consists of a single overarching policy definition supplemented by various rules
governing computer use.

3.4

In terms of information and cyber security, a proactive and preventive approach
is needed in order to properly safeguard the Council’s information assets and
protecting it from both external and internal threats. In order to ensure that the
Council’s Information Security Policy remains current and reflective of
technological developments, it would be appropriate and reasonable in all the
circumstances to grant the Council’s Head of Service (Customer & Digital)
delegated powers to allow the post holder to make changes to the Policy in order
to ensure that it remains current and relevant. Such changes would subsequently
be communicated to all relevant stakeholders via established HR & OD
processes.

3.5

It is recognised that operating procedures are organisational processes with no
need for committee approval. However, as the new operating procedures
(Appendix 2 and Appendix 3), make reference to, and apply to, Councillors, is
preferable to seek members’ comments and feedback prior to implementation.

4

Discussion

4.1

Information is the Council’s most valuable asset - whether it relates to customers,
employees, business processes or services – and the onus is on the Council to
take a responsible attitude to its critical information.

4.2

Protecting our information is at the heart of being a trustworthy Council, and it is,
therefore, essential that we have a robust Information Security Policy and
associated procedures in place which allow us to instil confidence in our
approach to information and cyber security.

Item No.: 9
Page No.: 87

4.3

The new Information Security Policy and associated procedures clearly set out
the processes by which the Council has to abide while taking the necessary steps
to ensure that the its information and cyber security risks are properly managed
in order to meet ever shifting needs.

4.4

The new Information Security Policy and associated procedures will reduce risk
levels and corporate exposure to vulnerabilities while making sure that anyone
with access to IT services and facilities is aware of their responsibilities.

5

Council Priorities, Implications and Risk

5.1

This report helps to support:
• Priority 1: Our People
• Priority 2: Our Environment

5.2

The report is also aligned with the Council`s Digital Strategy through the use of
technology to streamline service delivery, reduce demand and remove avoidable
contact wherever possible as well as enhancing our digital workplace by
providing solid, reliable and innovative technology solutions and facilitating
secure access to all appropriate systems and information to allow staff to do their
jobs efficiently and effectively.

5.3

The table below shows whether risks and implications apply if the
recommendations are agreed.
Subject
Financial
Staffing
Equalities
Fairer Scotland
Duty
Town Centre First
Sustainability
Children and
Young People’s
Rights and
Wellbeing

5.4

Yes

No

N/A
x

x
x
x
x
x
x

An equality impact assessment is not required because this report seeks
Committee approval for a new policy and associated guidance applicable
across the Council and does not have a differential impact on any of the
protected characteristics.
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6

Scheme of Governance

6.1

The Head of Finance and Monitoring Officer within Business Services have
been consulted in the preparation of this report and their comments are
incorporated within the report and are satisfied that the report complies with the
Scheme of Governance and relevant legislation.

6.2

The Committee is able to consider and take a decision on this item in terms of
Section B.1.2 of the List of Committee Powers in Part 2A of the Scheme of
Governance to consider, comment on, make recommendations to Services and
any other appropriate Committee on any matter or policy which impacts its
Area.

Ritchie Johnstone, Director of Business Services
Report prepared by Lars Frevert, Information Security Assistant
Date 3 August 2020

List of Appendices
Appendix 1: Information Security Policy
Appendix 2: Mandatory Operating Procedure: Acceptable Use (IT)
Appendix 3: Mandatory Operating Procedure: IT Asset Management
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APPENDIX 1

Information Security Policy
Version 1.4 (DRAFT)
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1.

Purpose and Scope

1.1

The Information Security Policy (hereinafter referred to as the “Policy”) sets out
Aberdeenshire Council’s (hereinafter referred to as the “Council”) approach to
information security management. The Policy, and the supporting Information
Security Framework set out in Section 3 of this Policy (herein after referred to as the
“Framework”), is in place to support the strategic vision of the Council and to
facilitate the protection of the Council’s information and technology services against
compromise of the core information security Principles - Confidentiality, Integrity
and Availability.

1.2

This Policy and the Framework advocates a holistic approach to information
security and risk. This is achieved by identifying and assessing information security
threats and developing and implementing a combination of people, process and
technology controls to mitigate information security risks according to the Council’s
defined level of risk and the desired objectives. This Policy is owned, managed and
developed by the Council's Information Security Officer (hereinafter referred to as
the “ISO”) on behalf of the relevant Head of Service overseeing the Council’s IT
function. Any queries or feedback relating to implementation or compliance should
be directed to the author of this policy.

1.3

This Policy and Framework applies to:
• everyone within the Council who accesses Council information assets or
technology. This includes all staff, Elected Members, contractors, visitors,
consultants and any third parties engaged to support Council activity and who
have authorised access to any Council information assets (hereinafter referred to
as “Users”);
• technologies or services used to access or process Council information assets;
• information assets processed in relation to any Council function, including by, for,
or with, external parties;
• information assets that are stored by the Council or an external service provider
on behalf of the Council;
• information that is transferred from and/or to the Council for a functional
purpose;
• third-party, public, civic or other information that the Council is storing, curating
or using on behalf of another party;
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• internal and/or external processes that are used to process, transfer or store
Council information

2.

Objectives

2.1

This Policy and the Framework are designed to:
• promote a holistic approach to information security management;
• protect the Council’s information and technology against compromise of
Confidentiality, Integrity and Availability;
• support the Council’s strategic vision through an approach which effectively
balances usability and security;
• facilitate a ‘security aware’ culture and promote that information security is
everyone’s responsibility;
• protect the Council’s information assets, and third-party data assets being
processed or held by the Council on behalf of another party, and technology by
identifying, managing and mitigating information security threats and risk;
• define security controls that are effective, sustainable and measurable;
• assist in the compliance of contractual, legal or regulatory obligations;
• identify, contain, remediate and investigate information security incidents to
maintain and assist in improving the Council’s information security posture;
• develop an informed approach, with regard to information security, in the Users’
daily activities across all areas of the Council;
• ensure the Council is compliant with its information security obligations –
especially those related to the hosting, curation or processing of third party data;
• provide assurance to other parties that we have a robust control environment in
place to protect their data through an effective information security
management system.
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3.

Framework

3.1.

The Council’s information security is managed through the below Framework which
comprises: (i) this Policy, (ii) Standards and (iii) Procedures, alongside supporting
Governance processes. This Framework provides a flexible and effective platform
upon which the Council’s information security objectives are met. The Framework is
detailed below:

Council Governance

Policy

Standards

Procedures

Policy: Information Security Policy - “Why” - Describes high level objectives and
policy statements. Defines why a Policy and Policy Framework is required.
Standards: Information Security Standards - “What” - Supplements the Information
Security Policy and provides detail on what is required within specific areas.
Procedures: Information Security Procedures - “How” - Appropriate procedures to
implement the standards. These may be either process or technical procedures and
are outcome driven.

3.2.

This Policy can be met by adopting and complying with the associated Standards.
The Framework is designed to offer flexibility to the ISO in how the outcomes and
objectives of this Policy are met, allowing procedural methods and/or controls to be
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implemented directly by the ISO or relevant IT teams. Everyone within scope of the
Policy is required to meet this Policy and associated Standards.
3.3.

It is important to note that the Standards, as outlined in associated documentation,
must be considered the minimum requirements for information security. Where
additional information security controls are required for legal, regulatory or
governance purposes, the controls must be enhanced accordingly. The ISO can
provide advice on how to comply with any additional security requirements, where
required.

4.

Policy Statement

4.1.

The Council manages and produces information that is private, confidential or
sensitive in nature, together with information that is regarded as being readily
available for general sharing. The Council recognises that it is imperative that all
information is protected from compromise of Confidentiality, Integrity and
Availability. All within the scope of the Policy must therefore ensure that:
4.1.1.

information assets should, wherever possible, be identified, classified and
protected. Any security controls which are implemented should be
proportionate to the defined classification;

4.1.2.

all processes, technology, services and facilities are protected through
appropriate information security controls;

4.1.3.

information security incidents are identified, contained, remediated,
investigated and reported;

4.1.4.

where a third party provider or cloud-based system or application is
utilised for any services which involve contact with Council information,
approval must be sought from the ISO before deployment and appropriate
information security management and / or cyber security accreditation
certificates must be obtained and submitted to IT;

4.1.5.

an assessment is carried out on all processes, technology, service and
facilities in accordance with the associated Standard to manage risks and,
where appropriate, approval must be sought from the ISO;

4.1.6.

back-up and disaster recovery plans, processes and technology are in place
to mitigate risk of loss or destruction of information and/or services and to
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ensure that processes are in place to maintain availability of data and
services;
4.1.7.

where off-site working takes place, appropriate security controls are
implemented in accordance with the associated Standard.

4.2.

In addition, all individuals within scope of the Policy must ensure that reasonable
effort is made to protect the Council’s information and technology from accidental
or unauthorised disclosure, modification or destruction.

5.

Compliance / Review

5.1.

This Policy and the Framework are reviewed on a periodic basis by the ISO to
ensure they remain accurate, relevant and fit for purpose.

5.2.

Changes and revisions to this Policy that are required to ensure it remains accurate,
relevant and fit for purpose may be made by the ISO without further Committee
approval for as long as such changes and revisions do not significantly alter the
meaning or essence of this Policy.

5.3.

The
ISO may carry out periodic compliance and assurance activities (e.g.
assessment of security controls) to ensure they are aligned with this Policy and the
Framework.

5.4.

Failure to meet requirements detailed within this Policy and the Framework may
result in the User being subject to disciplinary action that will be dealt with under
the appropriate disciplinary code or procedures. Additionally, where it is suspected
that an offence has occurred under UK or Scots law (e.g. the Computer Misuse Act
1990), this may also be reported to the Police or other appropriate authority.

6.

Responsibilities

6.1.

Each Head of Service is accountable for ensuring adequate and effective
information security controls are in place within their area of responsibility. They
are also accountable for compliance in any subsidiary unit within their management
- for example schools, leisure centres and libraries.
In addition, the following have Information Security responsibilities:
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6.2.

Directors, Head of Service and Third-Tier Managers (hereinafter referred to as
“Senior Management”) have executive responsibility for information security
within the Council. They must actively support the adoption and implementation of
the information security requirements, Policy and Framework as well as ensuring
compliance within their areas of responsibility.

6.3.

System Owners are responsible for maintaining the security of their datasets;
setting access requirements for the data; documenting the data made available to
other services (either internal or external), and establishing processes to ensure the
quality of the data. They have a duty to ensure that data is managed securely and
appropriately, that the data is made available only to those people and systems that
need access, and that access is provided in keeping with legislation and the
Council’s internal policies, processes and procedures. If the data includes any
personal data, System Owners are also responsible for completing a Data Protection
Impact Assessment.

6.4.

Users are responsible for protecting the Council’s information and technology
systems and for complying with this Policy and the Framework. If a User suspects or
discovers any material breach of the requirements detailed within this Policy or
associated Standards, they must report this to the ISO.
Where an individual User suspects personal data may have been compromised,
they must also notify the Data Protection Officer (DPO) through the method
detailed within the Data Protection Policy and associated guidance.

7.

Associated Standards

7.1.

Legislation

7.2.

There are a number of pieces of legislation relevant to information security that
must be adhered to if the Council is to remain legally compliant when using, storing
and handling information. A non-exhaustive list of relevant statutory provisions is
below:
7.2.1.

General Data Protection Regulation & Data Protection Act 2018 (and any
amendment thereof or replacement thereto)
•
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7.2.2.

Freedom of Information (Scotland) Act 2002 (and any amendment thereof
or replacement thereto)
•

7.2.3.

The Regulation of Investigatory Powers (Scotland) Act 2000 (and any
amendment thereof or replacement thereto)
•

7.2.4.

The Freedom of Information (Scotland) Act 2002 gives individuals a
right of access to information held by the Council, subject to a number
of exemptions and advice and guidance is available on the Council’s
Freedom of Information Page.

The Regulation of Investigatory Powers (Scotland) Act 2000 (RIPSA) was
introduced to regulate surveillance of a person or persons, and to
control information received from third parties when the subject of the
activity isn’t aware of the surveillance or information gathering. RIPSA
also deals with the interception of communications and advice and
guidance is available on the Council’s Legal & Governance Team.

Computer Misuse Act 1990 (and any amendment thereof or replacement
thereto)
• The Computer Misuse Act 1990 was introduced partly in reaction to a
specific legal case (R v Gold & Schifreen [1988] 1 AC 1063 (HL)) and was
intended to deter criminals from using a computer to assist in the
commission of a criminal offence or from impairing or hindering access
to data stored in a computer. The Act contains three criminal offences
for computer misuse:

7.2.5.

(1)

Unauthorised access to computer material;

(2)

Unauthorised access with intent to commit or facilitate
commission of further offences;

(3)

Unauthorised modification of computer material.

Human Rights Act 1998 (and any amendment thereof or replacement
thereto)
• The Human Rights Act 1998 puts the rights set out in the 1953 European
Convention on Human Rights into UK law. Article 8, relating to privacy, is
of most relevance to information security – it provides a right to respect
for an individual’s “private and family life, his home and his
correspondence”.
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7.2.6.

Terrorism Act 2000 (and any amendment thereof or replacement thereto)
• The Terrorism Act 2000 (as amended) creates a number of offences in
relation to terrorism. Section 19 of the Act imposes a duty on
organisations to disclose information where there is a belief or suspicion
of a terrorist offence being committed.

7.2.7.

Official Secrets Act 1989 (and any amendment thereof or replacement
thereto)
• Staff may be required to sign an Official Secrets Act provision.
Unauthorised disclosures are likely to result in criminal prosecution.

7.3.

7.4.

7.5.

Policies
7.3.1.

IT Asset Management Policy (and any amendment thereof or replacement
thereto)

7.3.2.

Social Media Policy (and any amendment thereof or replacement thereto

7.3.3.

Data Protection Policy (and any amendment thereof or replacement
thereto)

Mandatory Operating Procedures
7.4.1.

Passwords (and any amendment thereof or replacement thereto)

7.4.2.

Acceptable Use (IT) (and any amendment thereof or replacement thereto)

7.4.3.

Information Asset Classification (and any amendment thereof or
replacement thereto)

Codes of Practice
7.5.1.

Remote Working (and any amendment thereof or replacement thereto)

7.5.2.

Use of IT Facilities by Pupils & Students (and any amendment thereof or
replacement thereto)
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7.6.

7.7.

7.5.3.

Organisation of Information Security (and any amendment thereof or
replacement thereto)

7.5.4.

Use of Live Data in Non-Live Systems (and any amendment thereof or
replacement thereto)

Guidance
7.6.1.

Secure Email (and any amendment thereof or replacement thereto)

7.6.2.

What is Confidential Information (and any amendment thereof or
replacement thereto)

7.6.3.

Mail Procedure (and any amendment thereof or replacement thereto)

7.6.4.

Secure Transportation of Paper Records (and any amendment thereof or
replacement thereto)

Other Documents and Regulations:
7.7.1.

Third Party Security Compliance Standards for Council Suppliers (and any
amendment thereof or replacement thereto)

7.7.2.

Aberdeenshire Financial Regulations (and any amendment thereof or
replacement thereto)
•

The Council has made these Regulations in terms of Section 95 of the
Local Government (Scotland) Act 1973 which requires every local
authority to make arrangements for the proper administration of its
financial affairs. These Regulations apply to every employee of the
Council or anyone acting on its behalf. In terms of this Policy and the
Framework, particular references is made to Para. 5.2.3 of the
Regulation which requires that appropriate technical and professional
advise must be sought before the expenditure on any I.T. related
service.

8.

Definitions

8.1.

Confidentiality: Information is not made available or disclosed to unauthorised
individuals, entities or processes.
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8.2.

Integrity: Information's accuracy, validity and completeness is protected.

8.3.

Availability: Information is accessible and usable upon demand by an authorised
entity.

8.4.

Threat: A threat is anything that is capable, by its action or inaction, of causing
harm, either directly or indirectly, to a Council information asset. A threat exploits a
vulnerability to cause impact to a Council information asset.

8.5.

Control: Means of protecting the confidentiality, integrity and/or availability of
Council information, including policies, standards, procedures, processes or
practices, which can be of administrative, technical, management or legal nature.
Controls can be detective, preventative or reactive.

8.6.

Information Asset: A body of information that can be understood, developed or
shared and has value to the Council.

8.7.

Information security management: A systematic approach to managing
information within a predefined acceptable range so that it remains secure. It
includes people, processes and technology by applying a risk management process.

8.8.

Risk: The chance or possibility of uncertainty on objectives, expressed as a
combination the probability of an event occurring and the impact such an event
would have on the achievement of one or more objectives.

8.9.

Contractual obligation: Requirements set by either the Council or a third party
when entering into a contract.

8.10.

Legal obligation: Legal requirements, e.g. Data Protection Act 2018 or General Data
Protection Regulation (GDPR), Computer Misuse Act 1990. Also, see Para. 7.2 for a
non exhaustive list.

8.11.

Regulatory obligation: Requirements set out by a Regulator, e.g. ICO.

8.12.

Risk assessment: Structured process for examining information security threats,
vulnerabilities and impacts relating to a given system or situation to determine
whether an individual control is required or operating as expected.

8.13.

Risk management: The process of identifying and managing information security
risks. Once identified risk are treated by mitigating them, accepting them,
transferring them or stopping the process with which they are associated.
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1.

Introduction

1.1

The Mandatory Operating Procedure Acceptable Use (IT) (hereinafter referred to as the
“MOP”) sets out Aberdeenshire Council’s (hereinafter referred to as the “Council”)
approach to accessing IT Facilities. The Council recognises that access to IT Facilities is
vital for the delivery of services and has developed policies, operating procedures and
guidance to ensure appropriate and effective use of these facilities, covering all aspects
of computer use, including email, internet and monitoring. Practical guidance and rules
on the use of IT Facilities is provided in associated documents and standards which
support this MOP.

1.2

This MOP is owned, managed and developed by the Council's Information Security
Officer (hereinafter referred to as the “ISO”) on behalf of the relevant Head of Service
overseeing the Council’s IT function.

2.

Scope

2.1. With the exceptions of pupils, the MOP applies to everyone within the Council who
accesses Council IT Facilities - devices, systems, technology, networks, telephony,
databases, data and other resources. This includes all staff, Elected Members,
contractors, visitors, consultants and any third parties engaged to support Council
activity and who have authorised access to any IT Facilities (hereinafter referred to as
“Users”).

2.1.1.

Councillors

2.1.2.

Following their election, Councillors will be granted access to IT Facilities and
other secure networks such as the Public Services Network (hereinafter
referred to as “PSN”), where these are required to enable them to fulfil their
responsibilities as a Councillor. Access to Council IT Facilities is provided for
Councillors to use in their three roles of Elected Member of the Council, Ward
Representative and Political Party / Independent Member.

2.1.3.

Councillors are required to act in accordance with the Council’s requirements
when using Council resource. IT Facilities must not be used for purely political
purposes but may be used where part of the purpose could reasonably be
regarded as likely to facilitate or be conducive to the discharge of the
functions of the Council or of an office to which the Councillor has been
elected or appointed to by the Council. Constituency work is regarded as
proper use of IT Facilities.
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3.

2.1.4.

The Council is prohibited by law from publishing any material of a party
political nature. If a Councillor uses IT Facilities for the preparation of material
of a party political nature in pursuance of Council duties, they must do so in a
way which is not attributable to, or appears to be on behalf of, the Council.
No costs should be incurred by the Council as a consequence of publication of
any party political material by a Councillor using IT Facilities.

2.1.5.

Councillors must not use IT Facilities provided to them in a manner which will
prevent or interfere with its primary purpose as a facility to assist in the
discharge of the functions of the Council. Accordingly, the Councillor must
not:
•

misuse IT Facilities in such a manner as to cause it to cease to function;
and

•

install or use any equipment or software which may cause IT Facilities to
malfunction

2.1.6.

Councillors shall make reasonable arrangements for the safe-keeping of any
Council supplied IT equipment. This includes, but is not limited to laptops,
tablets and mobile phones.

2.1.7.

In addition to the rules set out in this Policy, Councillors must also abide by
the rules surrounding IT in the Standards Commission for Scotland Councillors’
Code of Conduct (and any amendment thereof or replacement thereto).
These rules are currently defined under “Use of Council Facilities”.

Purpose

3.1. The purpose of this MOP is to provide Users with instructions and guidance on
appropriate use of information technology including, but not limited to, laptops,
tablets, mobile phones, email and Internet use. It supports the need of the Council to
keep its IT Facilities – devices, systems, technology, networks, telephony, databases,
data and other resources – in a safe and effective operational state so as to ensure the
Confidentiality, Integrity and Availability of the information it processes. The main
objectives of this MOP are to ensure:
•

Lars Frevert

The Council complies with all relevant legislation including, but not limited to,
the Data Protection Act 2018; the Telecommunications (Lawful Business Practice)
(Interception of Communications) Regulations 2000; the Human Rights Act 1998;
the Regulation of Investigatory Powers (Scotland) Act 2000; the General Data
Protection Regulation 2016; and the Privacy and Electronic Communications (EC
Directive) Regulations 2003.
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•

IT Facilities are protected in a cost effective manner;

•

all Users of IT Facilities are aware of their responsibilities under this MOP and
associated Policies and guidance.

4. Overview
4.1. Authorised Users will be granted access rights to IT Facilities that are appropriate to
their business requirements. No other unauthorised IT Facilities must be used. It is a
criminal offence under the Computer Misuse Act 1990 to deliberately attempt to
access a system which a User has no authority to access.
4.2. Access to IT Facilities is taken as acceptance of this MOP and that all use of IT Facilities
shall comply with relevant legislation.
4.3. Users must not store Council information on their Council supplied IT Equipment (e.g.
the ‘C Drive’ of a laptop). Instead, information must be stored and accessed through
the network. The Council cannot recover information that is stored on devices if the
devices are lost, damaged or stolen.
4.4. Council information must not be stored on non-Council supplied equipment or a
personal hosted storage service, such as Dropbox, iCloud, Amazon, etc. Information
stored in these services may not be held in countries allowed by prevailing legislation,
and may put the User and Council at risk of breaching the law.
4.5. While access to Council supplied IT Equipment is provided for business use, reasonable
personal use may be undertaken. Any personal use must be undertaken in compliance
with relevant Council policies and must not interfere with normal business or be
detrimental to productivity.
4.6. A range of monitoring activities may be undertaken by the Council to ensure IT
Facilities are operating efficiently and effectively. This includes the monitoring of email
and Internet use. While monitoring is not generally focused on specific individuals,
personal information may be accessed as part of this process. Where personal use of
Council facilities is undertaken, there can be no reasonable presumption that such use
is excluded from monitoring activities.
4.7. The Council may require access to Council supplied IT equipment at any time during
normal office hours and you must allow such access.
4.8. The Council retains full ownership over any Council supplied IT Equipment and may ask
for this to be returned at any point. Failure to return Council supplied IT Equipment
upon request will be considered as theft.
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4.9. Information created or collected as part of working for the Council is the property of
the Council.

5. Compliance / Review
5.1. This MOP is reviewed on a periodic basis by the ISO to ensure it remains accurate,
relevant and fit for purpose.
5.2. All Users with access to IT Facilities have a responsibility to comply with this MOP and
to promptly report any suspected or observed security breach to the ISO.
5.3. Failure to meet any of the requirements detailed within this MOP may result in the
User being subject to formal disciplinary action that will be dealt with under the
appropriate disciplinary code or procedures. Additionally, where it is suspected that an
offence has occurred under UK or Scots law, this may also be reported to Police
Scotland or another appropriate authority.
5.4. In the event that breaches arise from the deliberate or negligent disregard of the
Council’s security standard requirements by a User who is not a direct employee of the
Council, the Council will take such punitive action against that User and/or their
employer as the Council in its absolute discretion deems appropriate.
5.5. The Council reserves the right to take short term preventative action which protects
the Council’s IT Facilities, including but not limited to suspending a User’s access.

6.

Malware Control

6.1. Malware in the context of this MOP is the term applied to all malicious software - that
is software that attempts to damage, extort or otherwise abuse IT Facilities and
Council data.
6.2. The Council seeks to minimise the risks of computer malware through education,
procedures and anti-malware software. It is a crime under the Computer Misuse Act
1990 to deliberately introduce malicious programs into the network or server.
6.3. With the exception of mobile phones, all Council supplied equipment has approved
anti-malware software installed and this is scheduled to be updated at regular
intervals. Users need to ensure that the anti-malware software is being updated on
their devices and must report any problems to the IT Service Desk.
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6.4. Users of Council supplied IT Equipment must be aware of the risk of viruses from
email, Internet and any removable devices. Users must never download files from
unknown or suspicious sources, or allow software to be installed that has not been
supplied by the Council. All Junk emails should be deleted and suspicious attachments
must not be opened. Please refer to the Council guidance on Handling Junk & Phishing
Emails.
6.5. The Council will take measures to prevent malware from entering the Council
environment. There may, however, be cases where such measures will not detect a
malware and the Council may subsequently need to access a User’s device or email
account to remove the malware without prior notice. Any such access or investigation
will be carried out by an appropriate and competent member of the relevant IT Team
under the guidance of the ISO.
6.6. Malware is capable of spreading from infected IT Equipment through the Council
network and infect other IT Facilities without further User interaction. Therefore,
where a User suspects that IT Equipment may have been infected with malware, Users
must immediately disconnect the IT Equipment from the Council Network and remove
any peripherals that may be plugged into IT Equipment and contact the IT Service
Desk. Under no circumstances must Users re-connect the IT Equipment to the Council
Network unless cleared to do so by the IT Service Desk.

7.

Access Control

7.1. Access to IT Facilities is reserved for the business of the Council. Unauthorised use will
be investigated, and if found to be an offence under the Computer Misuse Act 1990
may be reported to Police Scotland or another appropriate authority.
7.2. Users are given a unique Username to access IT Facilities and must create, manage and
protect their passwords in accordance with the Mandatory Operating Procedure on
Passwords.
7.3. Users are required to screen-lock their IT Equipment when moving away from it and
turning their IT Equipment off when transporting it outside the office. Unsecured IT
Equipment must never be left unattended. It is the User’s responsibility to ensure that
adequate safeguards are taken to protect IT Facilities.
7.4. IT Facilities are only permitted to be used by authorised individuals. The Council may
authorise personnel from other organisations to access Council systems by specifying
acceptable usage in applicable contracts or agreements. Third party access will not be
granted until contracts or agreements are finalised and signed.
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7.5. Employees working via a device that is not owned or issued by the Council shall do so
in accordance with the Council’s Information Security Framework, Mandatory
Operating Procedure Bring Your Own Device (BYOD) and the Council’s Mandatory
Operating Procedure Acceptable Use (IT) and any associated guidance and procedure.
7.6. Employees working via a device that is owned or issued by the Council) shall do so in
accordance with the Council’s Information Security Framework, Mandatory Operating
Procedure Acceptable Use (IT) and any associated guidance and procedures.
7.7. Working remotely can pose several security risks. To help reduce these risks, you must
ensure you carry out the following:
•

take steps to ensure that the environment in which they work offers a suitable
level of privacy and that other individuals cannot view papers or screens or
overhear work related conversations;

•

take precautions to safeguard the security of any equipment on which you do
Council business, and keep your passwords secret;

•

inform the the IT Service Desk and the ISO as soon as possible if any sensitive
paperwork or Council supplied IT Equipment has been lost or stolen;

•

inform the ISO and DPO as soon as possible if any personal identifiable
information has been lost or stole or wrongfully disclosed;

•

ensure that any work you do remotely is saved on the Council’s network or is
transferred to it as soon as possible;

•

wherever possible, avoid open public Wi-Fi where no password is required and
always connect through the Council’s VPN client;

•

ensure that encrypted memory sticks are kept separate from IT Equipment when
not in use;

•

ensure that IT Equipment is not left in view on public transport or left
unattended in vehicles;

•

unless absolutely necessary, do not access, work with or work on information
that are classed as “OFFICIAL - SENSITIVE”, “SECRET” or “TOP SECRET” in public
places; and

•

Do not leave papers or equipment containing “OFFICIAL”, “OFFICIAL - SENSITIVE”,
“SECRET” or “TOP SECRET” information unattended and ensure that they are
properly protected from theft or unauthorised access.

7.8. No attempt must be made to switch off or bypass IT Security Controls, including, but
not limited to, firewall or anti-malware systems.
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7.9. Ensure that information is backed up by saving it within SharePoint, OneDrive or the
Council’s Records Management System.
7.10. Wherever possible, ensure that information is classified according to the Council’s
approved Information Asset Classification scheme (PUBLIC, OFFICIAL, OFFICIAL SENSITIVE, SECRET, TOP SECRET).
7.11. Adopt good cyber resilience housekeeping practices to ensure IT Facilities, documents
and information are well protected at all times and that documents and information
are safely destroyed in accordance with the Council’s Records Retention Schedule.
7.12. Understand responsibilities for retention of documents and information to comply
with legal requirements.
7.13. Take appropriate measures to ensure the safekeeping of hardware, especially laptops,
external storage devices, tablets, and other mobile devices. Council supplied IT
Equipment must not be left unattended in cars, public transport, hotels or other public
places when logged in.
7.14. Users must contact the IT Service Desk in order to:
•

dispose of any Council supplied IT Equipment;

•

purchase IT Equipment for business use;

•

install, uninstall or amend any software not available through the Software
Centre;

•

subscribe to, purchase or otherwise use any third party hosted or cloud based
system not available through the Software Centre;

•

copy Council licensed software from one device to another;

•

report the loss or theft of a device; or

•

report faults or failures of a device.

7.15. IT Equipment is identified by an asset tag and a unique asset number, Users must not
remove this identification or tamper with it.

8.

Email Use

8.1. Council email must not be used to discredit or embarrass the Council, be used for
illegal activities or otherwise break any law or convention.
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8.2. Users must not amend or delete the automatic footer that is attached to all external
emails.
8.3. Users must never distribute pornography, send or receive illegal material (including
unlicensed software) or forge a message to make it appear to have originated from
another person.
8.4. Email must be used in a positive, supportive, respectful way and:
•

must not include defamatory, rude or abusive language;

•

must not be used to harass, annoy or intimidate an individual or group of
individuals;

•

chain mail, jokes, spam, animations or hoax virus warnings must not be shared
with individuals or groups using Council email systems.

8.5. Users must not represent themselves or others by using extracts from another
person’s message without appropriate acknowledgement.
8.6. Users must clearly identify any changes to another person’s message before sharing it.
8.7. While Users will not be held responsible for receiving objectionable material in
unsolicited email, they must either:
•

refer the email to a line manager for appropriate action where the email is
potentially illegal or offensive. This may then be escalated to the Council’s ISO
as appropriate; or

•

where the email is unlikely to be illegal or offensive, Users must immediately
delete the email, without forwarding it to anyone.

8.8. Email should be used in line with the requirements of the Council’s Information Asset
Classification scheme (Public, Official, Official Sensitive or Secret).
8.9. Confidential, personal or sensitive data must be managed in accordance with General
Data Protection Regulations (and any amendment thereof or replacement thereto)
and the Data Protection Act 2018 (and any amendment thereof or replacement
thereto).
8.10. Users must treat email received from unknown or unexpected sources with caution
and not click on any links or open any attachments unless it is safe to do so.
8.11. Users must handle Junk and Phishing emails in accordance with the Council’s guidance
on Handling Junk & Phishing Emails.
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8.12. Users must not set up automatic forwarding of emails to an external email address or
a personal email address.
8.13. Distribution of Council-wide email will take place only in exceptional circumstances
and must be approved by the Head of Service for CC&I. This will only be considered
when the information is of a significant urgent nature with relevance to all employees
and requires immediate action.
8.14. Email is not a records management system. Information and records received by email
must be stored in an appropriate location, outwith the email system in order to ensure
continued availability.
8.15. Personal email sent to a User’s work email address is subject to the same degree of
filtering and monitoring as business email and there can be no presumption of privacy.

9.

Internet Use

9.1. Internet access is provided for business use. Its use must comply with current
legislation, Council policy and rules and must not create business risks to the Council
through misuse.
9.2. All actions undertaken while using the Internet will be attributed to the User logged
into the IT Equipment.
9.3. Users must not browse the Internet from IT Equipment they have not logged into.
9.4. Information or images from the Internet must not be used for Council business in
violation of Copyright and Intellectual Property Rights legislation.
9.5. Users must not participate in any form of Internet misuse while using a Council device,
including but not limited to:
•

illegal activity;

•

personal business activity;

•

on-line gambling sites;

•

dating sites;

•

the use of personal on-line storage systems.
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9.6. Users must not deliberately attempt to access offensive material. Any unintended
access of any site that are clearly offensive should be reported to the IT Service Desk
so the web filter can be updated accordingly.
9.7. Users must exercise caution when browsing unfamiliar websites.
websites may be used to trick users into activating malware.

Compromised

9.8. Report any messages generated by anti-malware software to the IT Service Desk
immediately.
9.9. Users must not post messages or images on any Internet message board or other
similar web based service that would bring the Council into disrepute. Publishing
defamatory and/or knowingly false material about the Council, colleagues or our
customers on social networking sites, blogs, wikis, twitter or any online publishing
format is prohibited.
9.10. Users must not host a personal website on any Council supplied IT Equipment.
9.11. Users must only register Council email addresses on business related websites.
9.12. Internet access is provided to conduct Council business. Users must remain vigilant
about security and availability for others when using the Internet.
9.13. Personal use of the Internet using Council supplied IT Equipment or the Council
network is permitted as long as it does not impact the performance or security of the
council network, or the delivery of normal work activities. Any personal use must
comply with Council standards.
9.14. Users must not express personal views or opinions over the Internet while using a
Council device.
Even if opinions are posted anonymously, other methods of
identification are possible, including the address of the computer used.
9.15. No attempt must be made to by-pass or modify internet restrictions imposed by the
Council.
9.16. Users must seek approval from the ISO as well as their line manager before requesting
the lifting or relaxing of Internet controls.
9.17. Downloading large files for personal use, such as music or video, is not permitted.
9.18. All Internet access may be monitored and logged. The Council may access and report
on this information. Monitoring may identify individuals, the dates and times of their
Internet use, together with details of the sites accessed. The specific content of any
transactions will not be monitored unless there is a suspicion of improper use.
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10. IT Monitoring
10.1. By logging on to any Council IT Facility, a user is consenting to the Council’s monitoring
procedures.
10.2. Monitoring is undertaken to:
•

comply with regulatory and statutory obligations, including those that guarantee
privacy;

•

maintain the effectiveness of information processing systems;

•

prevent or detect unauthorised use or other threats to information processing
systems;

•

prevent or detect criminal activities;

•

ensure compliance with Council policies and procedures;

•

review usage.

10.3.

To ensure information processing systems are not open to abuse, the Council
reserves the right to monitor Users’ usage. This level of monitoring will be fair and
proportionate and must be authorised the ISO.

10.4. Monitoring differentiates between:
•

Usage logging: Collecting data, generally from system log files about how and
when a user accessed and used IT equipment; and

•

Content inspection: Viewing information held in business or personal files, email
or on screen.

10.5. Usage logging ensures and improves service performance and helps identify and
investigate potential prohibited use or misuse.
10.6. Content inspection will only be undertaken for legitimate business reasons which may
include:
•

investigation of a potential cyber security breach;

•

investigation of any potential breaches under this MOP;

•

to comply with the request of law enforcement officers;

•

to comply with legal obligations;
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•

to prevent or detect contravention of criminal or civil law; and

•

investigation of a potential breach of an individual’s employment contract.

10.7. Content inspection may involve viewing information held in:
•

business and/or personal files and documents;

•

business and/or personal email messages or any other IT based communication;

•

business and/or personal information displayed on a screen;

•

emails that have not yet been opened or received by the intended recipient.

10.8. The ISO may, at his discretion and only in exceptional circumstances, initiate an
investigation that relies on content inspection. Where the investigation involves a
Head of Service, the ISO must inform the relevant Director of such investigation.
Where the investigation involves a Director or Elected Member, the ISO must inform
the Chief Executive of such investigation.
10.9. Managers will require authorisation from a third-tier manager and the ISO to initiate
an investigation that relies on content inspection. Where the request involves a Head
of Service, authorisation must come from a Director and the ISO. Where the request
involves a Director or Elected Member, authorisation must come from the Chief
Executive and the ISO. Where the investigation involves the ISO, authorisation must
come from the relevant Head of Service responsible for IT and a Director.
10.10.The individual concerned should normally be informed of any inspection in advance
and again on completion. The Council recognises, however, that in certain
circumstances it may be necessary to obtain access without informing the individual.
The ISO will, upon considering all the facts, decide whether it is appropriate to inform
the individual concerned about any inspection. The ISO’s decision is final.

11. Responsibilities
11.1. Each Team Leader or Line Manager must ensure Users within their area of
responsibility fully understand this MOP and must report any misuse to the ISO as
soon as they become aware.
11.2. All Users will:
•

know and comply with this MOP;

•

use and manage technology resources responsibly;
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•

be accountable for their actions relating to this MOP;

•

report unusual email activity to the IT Helpdesk.

12. Associated Standards Legal Provisions
12.1. Legislation
12.2. There are a number of pieces of legislation relevant to this MOP. A non-exhaustive list
of relevant statutory provisions is below
12.2.1.The Computer Misuse Act 1990 (and any amendment thereof or replacement
thereto). Under this Act:
•

Unauthorised access to computer-based material is punishable by up to
two years in prison or a fine or both; and

•

Unauthorised acts with intent to impair operation of a computer, etc. is
punishable by up to 10 years in prison or a fine or both.

12.2.2.The Data Protection Act 2018 (and any amendment thereof or replacement
thereto) and Regulation (EU) 2016/679, more commonly known as the General
Data Protection Regulation (and any amendment thereof or replacement
thereto) (hereinafter referred to as the “GDPR”) sets out what may or may not be
done with personal data. It states that it is an offence to obtain knowingly or
recklessly, disclose, or procure the disclosure of personal information without
the consent of the data controller. The offence is punishable by various means
and could lead to significant fines. Further advice and guidance is available on
the Council’s Data Protection Page.
12.2.3.The Freedom of Information (Scotland) Act 2002 (and any amendment thereof
or replacement thereto) gives individuals a right of access to information held by
the Council, subject to a number of exemptions and advice and guidance is
available on the Council’s Freedom of Information Page.
12.2.4.The Environmental Information (Scotland) Regulations 2004 (and any
amendment thereof or replacement thereto) governs access to environmental
information held by the Council and requires the Council to publish
environmental information, and make it available on request. Further advice and
guidance is available on the Council’s Freedom of Information Page.
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12.2.5.The Copyright, Designs and Patents Act 1988 (and any amendment thereof or
replacement thereto) governs the use of a ‘work’ created by an individual or
company. A “work” is defined as something that is original, created with effort
and a tangible entity - an idea cannot be copyright. If a work is produced as part
of employment, then the owner will normally be the company that is the
employer of the individual who created the work. It’s an offence to perform any
of the following acts without the consent of the copyright owner:
•

copy the work;

•

rent, lend the work to the public;

•

broadcast or show the work in public; or

•

adapt the work.

12.2.6.Other relevant legislation include, but are not limited to:
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•

Civil Evidence (Scotland) Act 1988 (and any amendment thereof or
replacement thereto);

•

Copyright (Computer Programs) Regulations 1992 (and any amendment
thereof or replacement thereto);

•

Freedom of Information (Scotland) Act 2002 (and any amendment thereof
or replacement thereto);

•

Human Rights Act 1998 (and any amendment thereof or replacement
thereto);

•

Counter Terrorism and Security Act (2015); Prevent Guidance (and any
amendment thereof or replacement thereto);

•

Official Secrets Act 1989 (and any amendment thereof or replacement
thereto);

•

Criminal Procedure (Scotland) Act 1995 (and any amendment thereof or
replacement thereto);

•

Public Records (Scotland) Act 1937 (and any amendment thereof or
replacement thereto);

•

Public Records (Scotland) Act 2011 (and any amendment thereof or
replacement thereto);

•

Regulations of Investigatory Powers (Scotland) Act 2000 (and any
amendment thereof or replacement thereto);

•

Serious Organised Crime and Police Act 2005 (and any amendment thereof
or replacement thereto);
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•

The Civil Contingencies Act 2004 (and any amendment thereof or
replacement thereto);

•

The Communications Act 2003 (and any amendment thereof or
replacement thereto);

•

The Telecommunications (Lawful Business Practice Interception of
Communications) Regulations 2000 (and any amendment thereof or
replacement thereto);

•

Wireless Telegraphy Act 2006 (and any amendment thereof or replacement
thereto) and

•

Health and Safety (Display Screen Equipment) Regulations 1992 as
amended by the Health and Safety (Miscellaneous Amendments
Regulations) 2002 (and any amendment thereof or replacement thereto).

12.3. Policies
12.3.1. Information Security Policy (and any amendment thereof or replacement
thereto);
12.3.2. IT Asset Management Policy (and any amendment thereof or replacement
thereto);
12.3.3. Social Media Policy (and any amendment thereof or replacement thereto);
12.3.4. Data Protection Policy (and any amendment thereof or replacement thereto).
12.4. Mandatory Operating Procedures
12.4.1. Passwords (and any amendment thereof or replacement thereto)
12.5. Codes of Practice
12.5.1. Code of Practice: Remote Working (and any amendment thereof or
replacement thereto);
12.5.2. Code of Practice: Information Asset Classification (and any amendment
thereof or replacement thereto).
12.6. Guidance:
12.6.1. Secure Email (and any amendment thereof or replacement thereto);
12.6.2. What is Confidential Information (and any amendment thereof or
replacement thereto);
12.6.3. Mail Procedure (and any amendment thereof or replacement thereto).
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13. Definitions
13.1. Confidentiality: Information is not made available or disclosed to unauthorised
individuals, entities or processes.
13.2. Integrity: Information's accuracy, validity and completeness is protected.
13.3. Availability: Information is accessible and usable upon demand by an authorised
entity.
13.4. IT Facilities: IT Stands for "Information Technologies” and refers to technologies that
provide access to information. IT Facilities is an umbrella terms and refers to devices or
IT Equipment, systems, technology, networks, telephony, databases, data and other
resources and for the purpose of this MOP will include any personal device that has
been enrolled as BYOD (Bring Your Own Device) when used to access Council
information.
13.5. IT Equipment: This refers to any IT hardware such as servers, BYOD devices and IT
hardware that has been provided to a User for a particular purpose, including, but not
limited to laptops, tablets, and mobile phones.
13.6. Peripherals: This refers to any hardware device, such as an external hard drive or USB
Flash Driver which connects to the computer.
13.7. IT Security Controls: These are safeguards or countermeasures to avoid, detect,
counteract, or minimise security risks to IT Facilities or the Council’s information
assets.

— END OF MANDATORY OPERATING PROCEDURE —
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1.

Introduction

1.1. This Mandatory Operating Procedure (hereinafter referred to as “MOP”) provides a
framework for the appropriate and effective management of IT assets (hardware,
software and telephony) from procurement to disposal at Aberdeenshire Council
(hereinafter referred to as “the Council”).
1.2. It defines responsibilities that relate to the implementation of this MOP and is
designed to ensure that IT assets are:
•

Managed appropriately from the point of acquisition to the time of disposal in a
way that is compliant with the Councils policies, mandatory operating
procedures, codes of practice, guidance and regulatory obligations;

•

Procured correctly in line with the Council’s strategic plans and financial
regulations;

•

Recorded within the IT asset management system for tracking and auditing
purposes;

•

Supported and maintained throughout its ‘fit for purpose’ lifecycle so that it
delivers best value for the investment;

•

Controlled effectively to protect the data and information that they store or
transmit;

•

Administrated for the identification of risk and business continuity planning.

1.3. This MOP does not stand in isolation and must be implemented in conjunction with
the wider framework of information security, procurement and financial related
policies, mandatory operating procedures, codes of practice, guidance and regulatory
obligations of the Council.

2.

Scope

2.1. The MOP applies to all IT assets purchased by or on behalf of the Council.
2.2.

An IT Asset for the purpose of this MOP is defined as:
•

Any computer (desktops, laptops, tablets) or other electronic device such as
smartphones that is ‘device managed’ by IT;

•

Software installed onto a computer via IT teams and any associated licenses
which IT manages on behalf of services (where supplied);
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•

IT equipment that forms part of the Council’s IT infrastructure (servers, routers,
firewalls, switches, access points and other network infrastructure etc.) and any
equipment that electronically stores data on the Council’s central file storage
systems or transmits it across the network.

2.3. This MOP applies to all staff and other associates of the Council, including agency staff,
contractors, partner organisations, suppliers and customers (hereinafter referred to as
‘Users’), who request or hold IT equipment purchased by or on behalf of the Council.
Separate arrangements exist for pupil’s who are outwith the scope of this document.
2.4. Information asset management will be covered by a separate document, in accordance
with the requirements of the Data Protection Act 2018 (and any amendment thereof
or replacement thereto) and Regulation (EU) 2016/679, more commonly known as the
General Data Protection Regulation (GDPR) (and any amendment thereof or
replacement thereto).

3.

Purpose

3.1. This MOP is produced to provide a clear instruction on the appropriate management
of physical IT assets to help to ensure that the Council is meeting its legal, regulatory,
contractual and licensing obligations.

4. Overview
4.1. All IT assets that are purchased by the Council (including for classroom use by pupils)
are the property of the Council and will be deployed and utilised in a way that is
deemed most effective for addressing the Council’s needs and objectively
demonstrates value for money.
4.2. IT assets are issued on a ‘fit for purpose’ basis using standard equipment as detailed
on the approved hardware and software lists. For corporate user groups, the
requirements for given roles are agreed between services and Digital & Customer
Services.
4.3. Enquiries about and requests for individual IT assets must be submitted to Customer &
Digital Services via the IT Service Desk in accordance with current ordering processes
and procedures.
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4.4. Customer & Digital Services will assess requests for new and replacement IT
equipment and fulfil them with standard equipment that best fits the requirement, for
corporate users this may include cascading devices from a previous user to a new user.
4.5. Requests for non-standard or specialist IT equipment will be assessed by Customer &
Digital Services and depending on the costs, may require approval via a business case
through the appropriate channels.
4.6. The cost of IT related reasonable adjustments for members of staff or pupils with
disabilities will be met by the services.
4.7. The procurement of IT assets must be undertaken in consultation with and carried out
by Customer & Digital Services from inception. Customer & Digital Services are
responsible for engaging with the Council’s Procurement Team and ensuring that the
best procurement practice is followed as per the Council’s policies, mandatory
operating procedures, codes of practice, guidance, regulations, standards and
applicable legislation.
4.8. Customer & Digital Services will not, without adequate and suitable further
justification, approve or proceed with the procurement of IT assets that do not comply
with the requirements of the Council’s policies, mandatory operating procedures,
codes of practice, guidance, regulations, and standards.
4.9. On behalf of the Council and in consultation with Central Procurement Teams,
Customer & Digital Services is responsible for identifying and managing the purchase
of IT assets, utilising existing framework agreements whenever possible.
4.10. All approved and purchased IT assets must be asset tagged and recorded in the
Council’s IT asset management system once they have been assessed, tested and
procured following agreed procedures.
4.11. All IT assets must be assigned to individual Users or to a Service who will be held
responsible for its care and security at all times.
4.12. IT assets will be audited and reviewed to ensure that they remain fit for purpose and
compliant with any licensed conditions of use during their lifecycle.
4.13. Individual Users or Services will be held responsible for protecting the IT assets that
have been assigned to them against physical or financial loss whether by theft,
mishandling or accidental damage by using appropriate physical security measures.
4.14. Users are unable to install software onto Windows devices except for pre-agreed titles
via IT supplied software catalogues. Additional requests should be made to the IT
Service Desk to have software that is not on the approved software list installed onto a
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Windows based computer. Any software installed must be legitimately purchased and
licensed. This does not apply to ‘apps’ installed on classroom-based tablets or
Chromebook devices nor for devices which have ‘hardware only support’
arrangements in place.
4.15. Users must always contact the IT Service Desk and advise if they need to move,
reassign or return IT assets.
4.16. All IT assets that are no longer in use must be returned to Customer & Digital Services
via the IT Service Desk. This includes for those on maternity leave or during a
prolonged period of absence.
4.17. In order to ensure the confidentiality of information, any IT asset that has been used
to process or store personal or sensitive information will be wiped and either be
recycled by agreed third party suppliers or go through a physical disposal and
destruction process at the end of its useful life as defined by the Mandatory Operating
Procedures: IT Asset Disposal.
4.18. The management of IT assets must comply with this MOP. Breach of this MOP may
result in any device being remotely wiped, blocked from the Council’s network and
being prevented from using Council provided services and software. A breach of this
MOP may also be considered a disciplinary offence.

5. Compliance / Review
5.1. This MOP is reviewed on a periodic basis by the Information Security Officer
(hereinafter referred to as “ISO”) to ensure it remains accurate, relevant and fit for
purpose. Updates will be published via agreed channels and in line with existing
arrangements.
5.2. Failure to meet any of the requirements detailed within this MOP may result in formal
disciplinary action that will be dealt with under the appropriate disciplinary code or
procedures.

6.

Responsibilities

6.1. Each Head of Service is accountable for the implementation of this MOP within their
area of responsibility. They are also accountable for compliance in any subsidiary unit
within their management - for example schools, leisure centres and libraries.
6.2. On a day to day basis Customer & Digital Services will be responsible for:
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•

Facilitating IT asset audit activity such as annual inventory checks for
management reporting including any audit report for both Internal and External
Auditors;

•

Updating and maintaining the accuracy of the asset management system as soon
as a change is made (including office moves, reports of lost or stolen equipment
and disposals);

•

Administrating the control and security of equipment held in stock for issuing
and awaiting re-issue or disposal;

•

Ensuring that any IT asset that is retired is disposed of according to the IT
Mandatory Operating Procedures: IT Asset Disposal;

•

Giving appropriate advice to users on the correct handling of IT assets;

•

Reporting any incorrect disposal or misuse of an IT asset to the ISO as soon as
possible.

6.3. Users issued with IT equipment will be responsible for:

7.

•

Retaining responsibility for equipment issued to them until it has been returned
to the Customer & Digital Services for redeployment or disposal;

•

Ensuring that the IT asset is not moved to another location (if fixed) or
transferred to another person without the agreement of Customer & Digital
Services;

•

Reporting the loss or theft of IT equipment immediately to the IT Service Desk
who must in turn inform the ISO;

•

Returning all IT equipment to Customer & Digital Services upon replacement,
when it is no longer required for Council business or when the user leaves the
Council, is on maternity leave, long term leave or has been suspended from their
duties.

•

Protecting the Council’s information and technology systems and for complying
with this MOP and any related policies, frameworks, mandatory operating
procedures, codes of practice, guidance and standards.

Associated Standards Legal Provisions

7.1. Legislation
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7.2. There are a number of pieces of legislation relevant to this MOP. A non-exhaustive list
of relevant statutory provisions is below
7.2.1. General Data Protection Regulation & Data Protection Act 2018 (and any
amendment thereof or replacement thereto)
7.2.2.The Computer Misuse Act 1990 (and any amendment thereof or replacement
thereto). Under this Act:
•

Unauthorised access to computer-based material is punishable by up to
two years in prison or a fine or both; and

•

Unauthorised acts with intent to impair operation of a computer, etc. is
punishable by up to 10 years in prison or a fine or both.

7.3. Policies
7.3.1.

Information Security Policy (and any amendment thereof or replacement
thereto);

7.3.2.

Data Protection Policy (and any amendment thereof or replacement thereto).

7.4. Mandatory Operating Procedures
7.4.1.

Passwords (and any amendment thereof or replacement thereto)

7.5. Codes of Practice
7.5.1.

Code of Practice: Remote Working (and any amendment thereof or
replacement thereto);

7.6. Other Documents and Regulations
7.6.1.

Aberdeenshire Financial Regulations (and any amendment thereof or
replacement thereto);

— END OF MANDATORY OPERATING PROCEDURE —
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